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Safety Instructions

Safety Instructions

Observe the following instructions to use the product safely and prevent any risk of injury or property damage.

AWarning

Noncompliance with instructions can lead to serious injury or death.

Installation

Do not install the device under direc t sunlight or UV light.

1 Product damage, malfunction, discoloration, or deformation may occur.

Do not install the product in a location with direct sunlight, moisture, dust, or soot.
9 Fire or electric shock may occur.

Do not install the product in a location with heat from an electric heater.
1 Fire or electric shock may occur due to overheating.

Install the product in a dry location
1 Otherwise, product damage or electric shock may occur due to moisture.

Install the product in a location with no electromagnetic interference.
1 Otherwise, product damage or electric shock may occur.

The user should not install or repair the product independently.

1 Fire, electric shock, or personal injury may occur.
1 If the product has been damaged due to independent installation or r epair of the product by the user, free A/S service
will not be provided.

Operation

Do not allow liquids such as water, b everages, or chemicals get into the product.

9 Fire, electric shock, or product damage may occur.

ACaution

Noncompliance of instructio ns could lead to minor injury or product damage.

Installation

Do not install the power supply cable in a location where people pass by.

1 Product damage or physical injury may occur.

Do not install the product near a highly magnetic object such as a magnet , TV, monitor (especially CRT), or speaker.
1 Product failure may occur.

Use onlyaD.C 24V and 2.5 A or higher power sup  ply adaptor.

1 If the proper power supply is not used, the product may not operate properly.

Use a separate power supply for the Secure I/ O 2, electric lock, and Face Station F2 , respectively.

1 If connecting and using the power supply to these devices together, the devices may malfunction.

Keep the minimum separation distances between the devices when install multiple devices.

1 Otherwise, RF performance is affect ed to the other device, the devices may not operate normally.



Safety Instructions

Operation

Do not drop the  product or apply an impact to the product.

1 Product failure may occur.

Manage the password with care; do not to disclose it to others and change it periodically.

9 Otherwise, illegal intrusion may occur.

Do not press the buttons on the product forcibly or using a sharp tool.

1 Product failure may occur.

When cleaning the product, wipe the product with a soft and dry cloth. Do not apply water, benze ne, or alcohol.

1 These may cause product failure.

FaceStation F2 uses a capacitive screen and buttons. If the environment is moist from wet weather, or the product
surface is smeared with a large amount of water, wipe the product off with a dry towel bef ore using it.
RTC battery

Replacing the battery with an incorrect type of battery may cause explosion.
Discard the battery according to appropriate regional or international waste regulations.
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Components
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Drilling Template

—(ID—

1200 resistor

Oper Source 5owEre

G suprema

Open Source Software
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NOTE
| Components may vary according to the installation environment.

| When assembling the product with the bracket, you can use the included bracket fixing screw
product fixing screw for  enhanced security.

| For additional content r egarding product installation, visit the Suprema website ( https://www.supremainc.com

the installation guide.

(Star Shaped) instead of the

) and view
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Name and function of

LED lamp
Infrared camera

LCD screen

RF card and mobile access card
authentication unit

Ethernet

TTL Input (4 pins)
Wiegand Input/Output

(4 pins)

RS485 (4 pins)

each part

. suprema Y,
L
S >

| ER
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Visual camera

Fingerprint sensor

Speaker

Relay (3 pins)

Power Supply (2 pins)

SAM card slot

USB (Type-C) cable slot

LED lamp

Turned on when the user is detected in the dark.

Infrared camera

Capture the infrared face image.

Visual camera

Capture an actual face image.

LCD screen

Provides Ul for operation.

RF card and mobile access
card authentication unit

Part to scan the card for entrance.




Fingerprint sensor

Reads fingerprints.

Introduction

Speaker

Delivers sound.

Ethernet

Connect the Ethernet cable.

TTL input (4 pins)

Connect the TTL input cable.

Relay (3 pins)

Connect the relay cable.

Wiegand input/output
(4 pins)

Connect the Wiegand input/output cable.

Power supply (2 pins)

Connect the power supply cable.

RS485 (4 pins)

Connect the RS-485 cable.

SAM card slot

Insert the SAM card.

USB (Type -C) cable slot

Connect the USB cable.




Cables and connectors

Power supply

Pin Name Color
1 PWR +VDC Red (white stripe)
2 PWRGND Black (white stripe)
Relay
1 — )
3
Pin Name Color
1 RLY NO White
2 RLY COM Blue
3 RLY NC Orange
RS 485
O DAL T
MESlm 0000000000000 0000000000000e s ammiimm
Pin Name Color
1 485 TRXP Blue
2 485 TRXN Yellow
3 485 GND Black
4 SH GND Gray
TTL input
1
4
Pin Name Color
1 TTL INO Red
2 TTLIN1 Yellow
3 TTL GND Black
4 SH GND Gray
Wiegand input and output
1
4 @
Pin Name Color
1 WG DO Green
2 WG D1 White
3 WG GND Black
4 SH GND Gray

Introduction
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Correct face registration and authentication method

Cautions for registering a face

When registering a face, maintain a distance of 60 cm to 100 cm between the device and the face.
Do not cha nge your face expression.

Do not wear masks, hats, or eye patches.

Do not raise head up or lower head.

Do not close your eyes.

Do not wear thick make up.

Be careful not to display two faces on the screen. Register one person at a time.

= =4 4 -4 -8 -—Aa -a -

If you do not follow the instructions on the screen, the face registration may take longer or may fail.

Cautions for authenticating a face

1 Ensure that the face appears in the center of the device's screen. When the guideline is displayed, follow the
instructions shown on the  screen to authenticate the face.

1 If a part of the face is covered with a hat, a mask, an eye patch, or sunglasses authentication may fail. D 0 not cover the
face; allow the device to recognize both the eyebrows and the face.

How to enroll a fingerprint

In order to improve the fingerprint authentication rate, register the fingerprint correctly. FaceStation F2 can recognize a
fingerprint even if the angle and position of a user's fingerprint input change. If you register the fingerprint with attention
to the f ollowing matters, the authentication rate can be improved.

Selecting a finger for fingerprint input

1 In preparation for the case that the fin  gerprint of a specific finger cannot be used, for @
example if the user is lifting a load with one hand or a finger ge ts hurt, up to 10 @ QX‘
fingerprints for each user can be registered. \‘f l/ >

1 In the case of a user whose fingerprint cannot be recognized well, the auth entication .?.;g %
rate can be improved by enrolling the same finger twice repeatedly.

1 |If a finger has a cut or the fingerp rint is blurry, select another finger for the
fingerprint.

9 Itis recommended to use the index finger or the middle finger when scanning the

fingerprint. The authentication rate can be reduced if it is difficult to place another
finger at the center of fing erprint sensor accurately.

10
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Fingerprint enroll method

1 CPMV~™ I~ UM[[I OM™ [ aQVO~ <TI KM" is dblayéd MQ¥eOIND “sckbdh™fok enidiling theV |
fingerprint, place the finger with the fingerprint you wish to enroll on the fingerprint authentication unit and press the

finger gently for better authentication.
g~

2 When the re -input screen is displayed after a beep sound, scan the fingerprint of the enrolled finger again (scan the
fing erprint of a finger to be enrolled twice).

NOTE
Cautions for enrolling a fingerprint

When a fingerprint is recognized, it is compared with the initially registered fingerprint, so the initial fingerprint enroll is the most
important. Pay attention to the  following matters when enrolling the fingerprint.

| Place the finger deep enough to contact wit  h the sensor completely.

| Place the center of the fingerprint in the center of the sensor.

| If a finger has a cut or the fingerprint is blurry, select another finge r for the fingerprint.

| Scan the fingerprint correctly without moving according to the instru ction on the screen.
|l

If you make the finger upright so that the contact area with the sensor is decreased or the angle of finger is warped,
fingerprint authentica  tion may not be performed.

P

//m

A

When the fingerprint recognition fails

FaceStation F2 can recognize a fingerprint regardless of a change in season or finger condition. However, the authentication rate
may vary according to the exte rnal environment or fingerprint input method.

If the fingerprint authentication cannot be done smoothly, i tis recommended to take the following measures.

1 If the finger is smeared with water or sweat, dry off the finger and then scan the finger.

1 If the f inger is too dry, blow your breath on the fingertips and then scan the finger.

1 If the finger has a cut, reg ister the fingerprint of another finger.
1

The initially enrolled fingerprint often may have not been scanned correctly, so enroll the fingerprint agai n according to
Cautions for enrolling a fingerprint

11



Admin Menu

All Menus

1 press 88 and authenticate with the Admin level credential.

2 Select the desired menu.

@

AUTHENTICATION DISPLAY & SOUND

< & ~

NETWORK DEVICE EVENT LOG

F N
R Enroll Wizard
\

FSF2-0DB

0.0.0

Admin Menu

NOTE
1 If the administrator has not been designated, the m

enu screen will be displayed when you

oo
press Q0

12



User

User

Registering User Information

The user information, including the  face and fingerprint , can be registered.

1 Press 88 and authenticate with the Admin level credential.

2 Select USER> o and choo se a credential you want to register.
There are two steps for the user registration. Some options are available after the credential has been registered.
(1] Add User P4 Add User X

1 /s
1
Face Fingerprint Card PIN
@ Operator Level None
Period 2001/01/01 ~ 2030/12/31
Face Fingerprint Card PIN

Duress

Extended Private Auth Mode Not used

Q : Register a user photo.
1 Name : Enter the user name.

1 ID: Enter a number between 1 and 4294 67295 to register as the user ID. If User ID Type setto Alphanumeric , a combination of
alphanumeric characters and symbols (_, -) can be used for the ID. Up to 32 characters can be input.

=

1 Face: Register a face for user authentication. Press  Face > Next and register a face according to the instructions on the screen.
To add more faces, press oRefer to Registering a face to learn more about the face registration.

1 Fingerprint : Register a fingerprint for user authe ntication. Press Fingerprint > Next and register a fingerprint according to the
instructions on the screen. To add more fingerprint, press °afer to Registering a fingerprint  to learn more about the
finger print registration.

1 Card: Register a card for user authentication. Press Card > Next and scan the card that will be assigned to the user. To register
an additional card, press

1 PIN: Enter the PIN you wish to use. Enter the PIN you wish to use, and th  en reenter the same PIN for confirm ation. Enter a
number between 4 and 16 digits to prevent leaking.

1 Operator Level : Select the level you wish to assign to a user.

NOTE
Available menus vary according to the set operator level.

1 None : This is the general use r level; menus cannot be accessed.

1 Administrator : All menus can be accessed.

1 Configuration : AUTHENTICATION , DISPLAY & SOUND, DEVICE NETWORK and EVENT LOGmenus can be accessed.
1 User Management : USERand EVENT LOGmenu can be accessed.

1 Period : Set an expiry date to use the user account.

1 Duress : Select this option to add the fingerprint as a duress fingerprint. When threatened by someone to open the door, the
user can authenticate using this fingerprint to send an alarm signal to BioStar 2.

13



User

1 Extended Pr ivate Auth Mode : Change the authentication method according to the user. You can set whether to use the
extended private auth mode. this mode allows you to combine user authentication methods, including both faces and
fingerprints. Otherwise, you can uset he device's basic authentication mode. You can modify it in BioStar 2.

3 Tosave settings, press OK.

Registering a face

1 Press 88 and authenticate with the Admin level credential.
Select USER>° .
3 Select @ Face > Next .

N

Adjust a distance between the f ace and screen and look straight at the camera of the device.

ol

Once your face is captured successfully, press OK > Save. To retake a photo, press Re-Shot.

NOTE
| The visual face data of FaceStation F2 are not compatible with face templates of FaceStation 2 or ~ FacelLite.

| You can register Visual Face not only directly from FaceStation F2 but from the BioStar 2 by uploading photos or importing
CSV files. You can also register Visual Face with your smart phone via a link sent from BioStar 2. To learn more about how to
register Visual Face for each method, please refer to the BioStar 2 help manual.

| To use a Visual Face feature correctly, take a picture by following instructions below.
- When registering a f ace, maintain a distance of 60 cm to 100 cm between the device  and the face.
- Do not change your face expression.
- Do not wear mask s, hats, or eye patches .
- Do not ra ise head up or lower head.
- Do not close your eyes.
- Do not wear thick makeup.
- Be careful not to display two faces on the screen. Register one pe  rson at a time.
- If you do not follow the instructions on the screen, the face registration may take longer or may fail.

Registering a fingerprint

1 press 88 and authenticate with the Admin level credential.
2 Select USER>° .

3 select @ Fingerprint > Next .

4

Scan your fingerprint and verify the same fingerprint again.

NOTE
1 Place the finger deep enough to contact with the sensor completely.

Place the center of the fingerprint in the center of the sensor.
If a finger has a cut or the fingerprintis blu  rry, select another finger for the fingerprint.
Scan the fingerprint correctly without moving according to the instruction on the screen.

= =4 =4 -4

If you make the finger upright so that the contact area with the sens or is decreased or the angle of finger is warpe d,
fingerprint authentication may not be performed.

14
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Modifying User Information

User Management or Administrator can modify the registered user information. A user ¥ face, fingerprint, or card can be
added, and the PIN and level can be modified.

1 press 88 and authenticate with the Admin level credential.

Select USER> Q

w

Select your search terms. You can search for a user by  All, User ID , Name , Face, Fingerprint ,and Card.

N

Select a user you wish to  modify .

ol

Modify the information by referring to Registering User Information and press OK.
1 Todelete a user, select and then press OK.

NOTE
| Access Group can be registered in BioStar 2. For detailed contents regarding registering an access group, refer to the
BioStar 2 Administrator Manual.

Delete All Users

You can delete all registered users at once.

1 press 88 and authenticate with the Admin level cre  dential.
2  Select USER> Iﬁl

3 Check Delete All to delete all registered users and press  OK.

4 When you pre ss OK, all registered users will be deleted.

15
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View User Usage

You can see the number of registered users, faces, fingerprints, and cards ata glance.
1 Press 88 and authenticate with the Admin level credential.

2  Select USER> | /. User usage information appears.

& User Usage

Total User
fo\ 0/100,000

Total Face
0/100,000

Total Fingerprint
0/100,000

S))

Total Card
e 0/100,000

N O &8
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Authentication

Auth Mode

Set the authentication mode. You can make a combination of face, fingerprint, PIN, card, or ID and you
schedule for each authentication mode.

Registering auth mode

1 press 88 and authenticate with the Ad min level credential.

2 Select AUTHENTICATION > Auth Mode , and press o

3 Press + and select one of options you want to use. To add additional options, repeat this step.

4 Press Schedule and set a schedule.

can also set a

NOTE
| You can combine selected authenticaton mode to authenticate all in order or only some of the selected

mode to authenticate. For example, if you combines the auth  entication mode with @- + 0

authenticate a face, fingerprint, and PIN, and if you combine the au thentication mode with @
authenticates a face first and fingerprint or PIN.

A schedule can be set in BioStar 2. If there is a no preset schedule, only Always can be selected.

For detailed content regarding setting a schedule, refer to BioStar 2 Administrator's manual.

authentication
, a user should
a user

5  PressOK tosave the settings.

Modifying auth mode

You can set the schedule to be used for each authentication method using a card.

1 press 88 and authenticate with the Admin level credential.

2 Select AUTHENTICATION > Auth Mode .

3 Select the authentication mode to m odify.

4 Modify the authentication mode by referring to Registering auth mode and press OK.
Deleting auth mode

You can set the schedule to be used for each authentication =~ method using a card.

1 press 88 and authenticate with the Admin level credential.

2  Select AUTHENTICATION > Auth Mode .

3 Press @ and select the authentication mode to delete. You can select multiple options.

4 Press OK. To delete the selected option, press OK. Or, press Cancel to cancel the deletion.

17
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Server Matching

You can set the server matching. When this option is activated, it performs user authentication matching in BioStar 2, not
in the device. It can be used when the device has too much user informa  tion or when the device is installed outside.

1 Press 88 and authenticate with the Admin level credential.

2 Select AUTHENTICATION and activate Server Matching (Fingerprint, Card, ID)

NOTE
| Itis only available for fingerprint , card and ID options.

| When you use the server matching option, you need to activate the option in both Biostar 2 and the device. Refer to the
administrator manual of BioStar 2 to learn how to set the server matching settings in Bi oStar 2.

Face

You can change settings regarding the fa  ce authentication.
3 Press 88 and authenticate with the Admin level credential.
4 Select AUTHENTICATION > Face.

5 Select and set the desired item.

& Face

Operation

Ambient Brightness Normal
Motion Sensor Medium
Enroll Timeout 20 Sec
Auth Timeout 5Sec
Duplicate Check &
Face Detect Setting >

Face Recognition

Security Level Normal
Operation Mode Fusion Matching
< 0O 68

1 Ambient Brightness : Detect the ambient brightness and adjust the intensity of IR LED. Change settings accordin g to the
installation environment.

1 Motion Sensor : Set the sensitivity for detecting motion near the device. If Motion Sensor is set to OFF, tap the screen to
authenticate the face.

Enroll Timeout : If a face is not registered during the set time, the facer  egistration will be canceled.
Auth Timeout : If the authentication is not completed during the set time, the authentication will fail.
Duplicate Check : When registering a face, you can check duplicates.

= =4 —a =

Face Detect Setting : set the face recognition area b y adjusting the size and position of the detected area.

NOTE
i It is recommended to maintain the default values of options under Face Detect Setting. The default values of each option
are as follows:

- Maximum Head Rotation Angle 115
- Minimum Face Width : 66

18



Authentication

- Max imum Face Width : 250
- Search Range X coordinate : 144
- Search Range Width : 432

1 Security Level : Set the security level for 1:N authentication.
1 Operation Mode : Set the operation mode of the device when the face is authenticated.

- Fusion Matching : Use both visu al and infrared cameras to increase the face authentication accuracy.

- Fast Matching : The device authenticates users who pass an access point without a pause within t he authentication
distance.

1 Face Detection : The device prevents user authentication using f  ake faces, such as photos. It is available when Operation Mode
is set to Fusion Matching
1 Advanced Settings : Set the settings of the face recognition, such as maskd etection, thermal camera.

- Check Mode : Set the check mode depending on the usage.

- Authentica tion Fail Sound : Set the alarm to trigger when a user is not wearinga  mask, or the measured temperature is
higher than preset threshold.

- Mask Detection : Set the mask detection mode to detect whether a user is wearing a mask or not. If you select Enabled
(Hard) , it refuses authentication of users  who are not wearing a mask and sav es event logs . If you select Enabled (Soft) ,
users who are not wearing a mask can authenticate but event logs still be saved.

- Thermal Camera : Set the thermal camera options. If you  select Enabled (Hard) , it refuses authentication of users with
elevated temperature than the preset threshold and saves event logs. If you select Enabled (Soft) , users with elevated
temperature than the preset threshold can authenticate but event logs sti |l be saved.

NOTE
| Set the Check Mode depending on the usage when Mask Detection or Thermal Camera s activated.

- Check After Authentication : Measure the temperature after a successful authentication.

- Check Before Authentication  : Authenticate only when the user is within the range of the preset temperature
threshold. When this mode is activated, it does not attempt to authenticate user s identity if their temperature has
been detected to be above the threshold.

- Check Only : Detect temperature without authen tication. This mode allows users within the range of the preset
threshold to access without checking their identity or access rights.

| When Thermal Camera is enabled, you can set advanced settings.

- Celsius/Fahrenheit : Change the unit of temperature.

- Low Thr eshold Te mperature : Set the minimum threshold temperature to limit the access. Users with detected
temperature below the threshold will be denied access. It can be set between 1°C to 45°C and cannot be higher than
the value of the maximum threshold tempera  ture.

- High Threshold Temperature : Set the maximum threshold temperature to limit the access. Users with detected
temperature over the threshold will be denied access. It can be set between 1°C to 45°C and cannot be higher than
the value of the minimum thre  shold tem perature.

- Save Temperature Data : Save temperature data. When this mode is activated, it saves both authentication and
temperature logs. When this mode is deactivated, it only saves authentication logs.

- Show Thermal Infrared Image  : Display infrared imaging on the screen of the devices.

- Dynamic ROI : If there are ambient light sources near the device, the thermal camera may incorrectly measure the
subject's temperature. You can set the thermal camera to automatically measure the skin temperature by de tecting
the ROI (Region of Interest) and to avoid detecting the temperature of ambient light devices.

- Camera Configuration : Configure the thermal camera settings for accurate measurement.

1 When Thermal Camera is enabled, you can configure the thermal camera settings for accurate measurement depending

on environment.
- Distance(cm) : Set up the distance between the user and device.
- Emissivity : Set up the emissivity to precisely measure the temperature of the user.

- ROI X(%), ROI Y(%), ROl Width(%) , ROI Height(% ): If there are lights in the device field of view they may be
detected instead of the desired subject. Set the temperature measurement area by adjusting the size and position of
ROI (Region of Interest).

- Skin Temperature Compensation  : You can set the ther mal camera to adjust its temperature value automatically
measuring the ambient conditions.

- Skin Temperature Correction  : You can set the thermal camera to compensate for variations in caused by the
ambient environment that consistently affect temperature me asurement. For example, if the environment is causing
temperature to be measured at 0.1°C higher, set the temperature correc tionto -0.1.

19
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- FW: It shows the current firmware version of the thermal camera when it is connected properly.

i Itis recommended to ma intain the default values of the camera configuration settings for the best performance. The default
values of each option a re as follows:
- Distance(cm) : 100
- Emissivity :0.98
- ROI X(%): 30
- ROI Y(%): 25
- ROI Width(%) : 50
- ROI Height(%) : 55
Itis not possible to use both face authentication with a mask on and thermal camera features on a slave device.
The supported thermal camera is TCM10 -FSF2.

For details on installing and connecting the thermal camera, visit the Suprema website ( https://www.supremainc.com ) and
view the TCM10-FSF2 setup guide.

Fingerprint

You can change settings regarding the fingerprint authentication.
1 press 88 and authenticate with the Admin level credential.
2 Select AUTHENTICATION > Fingerpri nt.

3 Select and set the desired item.

& Fingerprint

Fingerprint
Security Level Normal
Matching Timeout 5 Sec
View Image

Sensor Sensitivity 7
T:N Fast Mode Auto
Template Format Suprema
Sensor Mode Auto On
Live Finger Detection Not Used

< 0 &a

1 Security Level : Set the security level for 1:N authentication.

1 Matching Timeout : Set the fingerprint matching timeout. If the authentication is not completed during a set time, the
authentication will fail.

1 Viewlmag e: Set to view the original image when scanning the fingerprint.

1 Sensor Sensitivit y: Set the sensitivity of the fingerprint authentication sensor. To obtain more precise fingerprint information by
increasing the sensor sensitivity, set the sensor sensitivi  ty higher.

1 1:N Fast Mode : Set the fingerprint authentication speed. If you select Auto , the authentication speed will be set according to all
fingerprint templates enrolled on the device.

1 Template Format : Set the fingerprint template format. SUPREMA is se t as the default, and if you change the template format, all
fingerprints saved pr eviously cannot be used. Use caution when changing the Template Format.

1 Sensor Mode : When Auto On is set, the fingerprint sensor recognizes a user's fingerprint and turns on. When Always On is set,
the sensor is always on.

1 Live Finger Detection : Set the level of the fake fingerprint detection. The higher the fake fingerprint detection level, the higher
the rejection rate of fingerprint.
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1 Advanced Enrollment : Inspect the quality of a scanned fingerprint in order to save high quality fingerprint information When
Use is set and the quality of the fingerprint is low, it notifies such information to the user and helps the user scan the fingerprint
correctly.

1 Duplicate Check : When reg istering fingerprints, you can check duplicates.

T&A Mode

You can set how to register T&A Mode.
1 Press 88 and authenticate with the Admin level credential.
2 Select AUTHENTICATION >T&A.

3 Select and set the desired item.

& T&A
T&A Mode By User
T&A Code 1
T&A Required [ @
Job Code

N 0 58

1 T&A Mode : Set the method to use  T&A mode.

M T&A Code: You can register T&A events. Select T&A Code >° to register a T&A event and set an icon, name of T&A event, and
schedule.

1 T&A Required : Setto require a user to select a T&A event when authenticating.

1 Fixed T&A Key: Set to use only a T&A event selected by the administrator. This option can be used when Fixed is set for T&A
Mode .

1 Job Code: Select whether or not to use Job Code.

21



Display & Sound

Display & Sound

You can change the display and sound settings of the device.

1 Press 88 and authenticate with the Admin level credential.

2  Select DISPLAY & SOUND.

3 Change the desired item.

< DISPLAY & SOUND

Display

Home Screen >
Language English

Device Private Msg.

Server Private Msg.

Screen Saver [ @

Timeout

Menu Timeout 20 Sec

Message Timeout 2 Sec

Backlight Timeout 20 Sec
< O g8

1 Home Screen : Select items to be displayed in the background of the home screen.

1 Language : Set the language you wish to use.

1 Device Private Msg. : Set whether or not to use a Private Message, which will be displayed on the screen  when the user
authenticates. You can set Device Private Msg. by using the BioStar 2 Device SDK .

1 Server Private Msg. : Set whether or not to use a Private Message, which will be displayed on the scree n when the user
authenticates. You can set the Server Private Msg. by using the BioStar 2 API . If you have not set it on the server, the device
does not display a message when authenticationis  successful even if Server Private Msg. is enabled on the devic e.

1 Screen Saver : Set this option to use the screen saver feature. It reduces unnecessary energy consumption by lowering the
brightness of the LCD screen when the device is not in use.

1 Menu Time out : Set the time (in seconds) for the menu screen to disappear  automatically. If there is no button input during a set
time, the screen will return to the home screen.

1 Message Timeout : Set the time (in seconds) for a setting complete message or informatio n message to disappear automatically.

1 Backlight Timeout : Set the time (in seconds) to automatically turn off the lighting of the LCD screen.

1 Voice Instruction  : Set to use the voice instruction instead of alarm sounds.

1 Volume : Set the volume.

NOTE
| Refer to the BioStar 2 Device SDK webpage on the Suprema Knowledge Base  website (kb.supremainc.com/bs2sdk/)  for

more information on the BioStar 2 Device SDK.
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N etwork

Network Settings

You can change the network settings of the device.

Ethernet
1 Press 88 and authenticate with the Admin level credential.
2 Select NETWORK > Ethernet .

3 Change the desired item.

&« Ethernet (oK }
TCP/IP
DHCP [ @
Device Port 51211
IP Address 192.168.14.201
Gateway 192.168.14.1
Subnet Mask 255.255.255.0
DNS

< A 8o

1 DHCP: Set whether or not to use DHCP. If DHCP setting is disabled, the user can modify ~ Port, IP Address , Gateway , Subnet
Mask , and DNS.

Device Port : Set the device port.

IP Address : View the IP address of the device. To modify, disable DHCP setting.
Gateway : View the gateway of the device. To modify, disable DHCP setting.

Subnet Mask : View the subnet mask of the device. To modify, disable DHCP setting.
DNS: Set the DNS server address.

= =4 =4 —a A

4 To save settings, press OK.
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Server

1 Press 88 and authenticate with the Admin leve | credential.
2 Select NETWORK > Server .

3 Change the desired item.

1 Device -> Server: You can send a connection signal from the device to a server with the input information directly. When you
select Server -> Device , Server IP , Server URL and Server Port cannot be entered.

1 Server IP : Enter the IP address of the PC on which BioStar 2 is instal led. Input is accepted only when Device -> Server is set for
Connection Mode

1 Server URL : Enter server URL instead of Server IP . Input is accepted only when Device -> Server is set for Connection Mode

1 Server Port : Enter the port of the PC on which BioStar 2 is installed. Input is accepted only when Device -> Server is set for
Connection Mode

4 To save settings, press OK.

Serial Setting
1 press 88 and authenticate with the Admin level credential.
2 Select NETWORK.

3 Change the desired item.

RS485: Select the RS-485 mode.
1 Baud Rate : Select the desired baud rate.

4 To save settings, press OK.

24






































https://www.supremainc.com/



http://support.supremainc.com/
http://fsf.org/
























http://www.openssl.org/
file:///D:/manual/박선영/Novus/IG/openssl-core@openssl.org
http://www.openssl.org/
file:///D:/manual/박선영/Novus/IG/eay@cryptsoft.com
file:///D:/manual/박선영/Novus/IG/tjh@cryptsoft.com
file:///D:/manual/박선영/Novus/IG/eay@cryptsoft.com
file:///D:/manual/박선영/Novus/IG/tjh@cryptsoft.com
file:///D:/manual/박선영/Novus/IG/eay@cryptsoft.com
file:///D:/manual/박선영/Novus/IG/tjh@cryptsoft.com






https://github.com/mit-plv/fiat-crypto/blob/master/AUTHORS



http://www.apache.org/licenses/










	Safety Instructions
	Introduction
	Components
	Name and function of each part
	Cables and connectors
	Power supply
	Relay
	RS-485
	TTL input
	Wiegand input and output


	Correct face registration and authentication method
	Cautions for registering a face
	Cautions for authenticating a face

	How to enroll a fingerprint
	Selecting a finger for fingerprint input
	Fingerprint enroll method


	Admin Menu
	All Menus

	User
	Registering User Information
	Registering a face
	Registering a fingerprint

	Modifying User Information
	Delete All Users
	View User Usage

	Authentication
	Auth Mode
	Registering auth mode
	Modifying auth mode
	Deleting auth mode

	Server Matching
	Face
	Fingerprint
	T&A Mode

	Display & Sound
	Network
	Network Settings
	Ethernet
	Server
	Serial Setting


	Device
	Relay
	Date & Time
	Daylight Saving Time
	Device Info
	Memory Info
	USB Memory
	Secure Tamper
	Restart Device
	Restore Default
	User ID Type

	Event Log
	Search Log
	Delete All Logs
	View Log Usage

	Troubleshooting
	Checklist before reporting a failure

	Product specifications
	Dimensions

	FCC compliance information
	EU Declaration of Conformity (CE)
	Appendices
	Disclaimers
	Copyright notice
	Open Source License
	GNU General Public License
	BoringSSL License
	OpenSSL License
	Original SSLeay License
	Apache License
	TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION




