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 Target Audience 

 

Target Audience 
This document describes the integration between Suprema biometric devices and Nedap AEOS using Suprema Integration 
with Nedap AEOS. 
 
This document is intended for system operators as well as system administrators. The system operators/administrators 
require basic knowledge of the Nedap AEOS system and Suprema biometric devices. 
 
 



 Introduction 

Introduction 

Features 
Suprema Integration with Nedap AEOS is a programming interface that allows the Nedap AEOS platform to communicate 
with the Biometric Management System, which is able to generate user biometric templates with Suprema biometric devices 
and manages user information from the AEOS on the devices. With Suprema Integration with Nedap AEOS, you can easily 
setup and build the Biometric Management System for the AEOS using Suprema biometric devices. 
 
Suprema Integration with Nedap AEOS provides the following features: 
 
• Allows to add, update, and delete users and Wiegand cards, as well as register each user's fingerprint templates. 
• Offers a web page for enrolling fingerprint. It can add or delete 10 fingerprint templates for a user. 

• Without installing an independent web server. 
• Provides a service for user information synchronization among the devices connecting to the server of Suprema 

Integration with Nedap AEOS. 
• Allows to connect and manage up to 1,000 Biometric Devices. 
 

NOTE 
• For more details on the functionality of AEOS platform, see the user manuals for Nedap AEOS. 

System diagram 
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Installation 

Prerequisites 
The following prerequisites are required to use Suprema Integration with Nedap AEOS. Check the support conditions before 
installing the Suprema Integration with Nedap AEOS. 
 
• Operating system 

− Microsoft Windows 7(x86 / x64), Microsoft Windows 10(x64) 
• Web browsers 

− Chrome, New Microsoft Edge 
• AEOS 

− AEOS 2020.1.1 or higher 

• Biometric Device 
− BioStation 2, BioStation A2, BioStation L2, BioEntry W2, BioLite N2, XPass 2, FaceStation 2, FaceLite, FaceStation F2 

Configuration procedure 
 
 

 
 

  



 Installation 

Install Suprema Integration with Nedap AEOS 

Suprema Integration with Nedap AEOS Setup file 

1 Run the Suprema Integration with Nedap AEOS 1.1.1.3 setup file. 

2 To continue the installation, click Next. 

 

3 Enter the IP address of the server PC and click Next. The default port used is 44301. 

 
  



 Installation 

4 Select the installation path of the Suprema Integration with Nedap AEOS and click Next. 

 

5 Select whether to create a desktop shortcut. 

 
  



 Installation 

6 Click Finish to end the installation process 

 

7 Click Finish to complete installing Suprema Integration with Nedap AEOS. 
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Configuration 

Suprema Integration with Nedap AEOS 

Setting device administrator 

Suprema devices with LCD requires a device administrator to control access privilege to the device menu. The integration 
software will ask to create a device administrator on its first launch. Follow the instructions below to create and apply the 
device administrator  
 

1 Launch the Suprema Integration with Nedap AEOS client. 

2 Enter the ID, name, password of the device administrator. Only numeric is allowed on the ID and password. 

 
 

Applying License 
The Suprema Integration with Nedap AEOS offers a 30-day trial. After this period, a license needs to be applied. The license 
can be activated online and offline. If the network has restrictions on outbounds follow the steps for offline activation. 

Online Activation 

1 Launch the Suprema Integration with Nedap AEOS client. 

2 Go to the License tab. 
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3 Enter the user name and received activation key then click Online Activate. 

 

Offline Activation 

1 Launch the Suprema Integration with Nedap AEOS client. 

2 Go to the License tab. 

 

3 Click Request Offline Key and save the request file. Send the request file to your distributor. A license file will be 
delivered within a few days. 

 

4 Click Offline Activate and select the license file received. 
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AEOS 

Configure AEOS properties for Suprema Integration 

To launch the fingerprint enrollment page in AEOS platform, you must configure certain options in AEOS. 
 

1 Open the AEOS\AEserver\standalone\configuration folder. 

2 Open aeos.properties file. 

3 Set the Suprema Identifier type and the Suprema Integration web server URL as shown below. The ‘serverIP’
 needs to be replaced to the actual IP address of the server PC. 

4 The name of the biometric management system needs to be same with the AEOS identifier that will be used. 
• bioapi.settings.server.bms1.id = 1 
• bioapi.settings.server.bms1.name = The name of the identifier from AEOS that will be used 
• bioapi.settings.server.bms1.uri = https://serverIP:44301/bioapi 
• bioapi.settings.server.bms1.optional.carrierName = true 
• bioapi.settings.server.bms1.optional.cards = true 
• bioapi.settings.server.bms1.optional.PIN = true 
• bioapi.settings.server.bms1.Content-Security-Policy=default-src 'self' https://serverIP:44301 https://serverIP:44301/WECClient 

'unsafe-inline' 'unsafe-eval'; script-src 'self' https://serverIP:44301 https://serverIP:44301/WECClient 
https://serverIP:44301/bioapi/cmdfingers/scan 'unsafe-inline' 'unsafe-eval'; object-src 'self' https://serverIP:44301 
https://serverIP:44301/WECClient 'unsafe-inline' 'unsafe-eval'; img-src 'self' data 

 
 

Sample with IP address 
bioapi.settings.server.bms1.id = 1 

bioapi.settings.server.bms1.name=Suprema 

bioapi.settings.server.bms1.uri=https://192.168.0.1:44301/bioapi 

bioapi.settings.server.bms1.optional.carrierName = true 

bioapi.settings.server.bms1.optional.cards=true 

bioapi.settings.server.bms1.optional.PIN=true 

bioapi.settings.server.bms1.Content-Security-Policy=default-src 'self' https://192.168.0.1:44301 https://192.168.0.1:44301/WECCl
ient 'unsafe-inline' 'unsafe-eval'; script-src 'self' https://192.168.0.1:44301 https://192.168.0.1:44301/WECClient https://192.16
8.0.1:44301/bioapi/cmdfingers/scan 'unsafe-inline' 'unsafe-eval'; object-src 'self' https://192.168.0.1:44301 https://192.168.0.1:
44301/WECClient 'unsafe-inline' 'unsafe-eval'; img-src 'self' data 
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Configure AEOS for Suprema Integration 

You can configure Suprema Integration on the Administration menu. 

1 Run AEOS and click Administration > Maintenance > Settings > System Properties. 

2 Select the biometric server name for the default verification type, then click OK. If the drop-down box is not 
enabled, enter the name used on the configuration from page 10. 

 

3 Check Enable biometric API. 

 

4 Click OK and apply the changes. 

5 Restart the AEOS Application Server service. 
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Install certificate (Client PC) 

1 To access the Suprema biometric enrollment screen from AEOS at a client PC, the root certificate needs to be 
installed.  

2 Open the C:\Program Files (x86)\Suprema\Suprema Integration with Nedap AEOS\cert folder from the server 
PC. 

3 Copy the SupremaIntegrationWithNedapAEOS.root.crt to the client PC 

4 Install the certificate. 

 

NOTE 
• The browser needs to be restarted for the certificate to be applied for usage. 
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Biometric Device 

Configure biometric device’s network settings 

Biometric devices must be connected on the server of Suprema Integration with Nedap AEOS to be used as an enrollment 
device or a reader. 
 

1 Run Suprema Integration with Nedap AEOS Manager and click Search. 

 

2 Select the device for connecting to Suprema Integration with Nedap AEOS Manager and then click Add. 

 

3 The added device will appear on the left panel. 

 

NOTE 
• If the connected device is not displayed on the panel, restart Suprema Integration with Nedap AEOS Manager. 
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Configure biometric device’s wiegand settings 

Biometric devices outputs data to the AEpu Controller by Wiegand. The device’s wiegand format and other settings can be 
managed from the Suprema Integration Manager. 
 

NOTE 
• The Suprema Integration with Nedap AEOS is set to work with Mifare Classic cards. The devices will need a specific 

configuration to be set to send out proper wiegand signals on a successful authentication. 

 

1 Select the device to manage from the device panel. 

2 Click the Wiegand tab. 

3 From the Wiegand tab, select Custom Format from the drop-down menu for Type. 

4 Set the Length to 32. 
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5 Click the Add button. 

 

6 Set the End Bit Position to 31 and click Apply. 
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Biometric Credential Enrollment 
NOTE 

• In order to enroll fingerprints on AEOS, users to enroll fingerprints, entrances and time schedules must be set in AEOS. This 
document describes how to set these conditions. For more information, refer to the AEOS manual. 

Enroll biometric credentials 
Once you have configured Suprema Integration with Nedap AEOS, you can enroll and manage fingerprints of user on the 
AEOS platform. 
 

1 Enroll Biometric Identifiers button will appear when the cardholder has an identifier. 

 

2 Click the Enroll Biometric Identifiers button. 

 
  



 Biometric Credential Enrollment 

Enroll Fingerprint 

1 Click Fingerprint and select the device to capture fingerprint. 

 

2 Select a finger to enroll from the left panel and click the right arrow button. Then, click Scan to scan the fingerprint. 

  



 Biometric Credential Enrollment 

3 Click Enroll to confirm the enrollment. 

 

Enroll Face 

1 Select Face and select the device to capture face. 

 
  



 Biometric Credential Enrollment 

2 Select the index of the pose. Then, click Scan to scan the face. One face template is recommended per user.  

 

3 Click Enroll to confirm the enrollment. 
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Troubleshooting 
When Suprema Integration with Nedap AEOS web service does not work normally 

• Check if the certificate is correctly applied to the AEOS keystore. 
• Check the version of OpenSSL installed. OpenSSL version 1.0.2I or later that supports the TLS 1.2 protocol must be 

installed. 

When the device can not connected to Suprema Integration with Nedap AEOS web service 

• If you have BioStar 2 installed on your PC, make sure the BioStar 2 server is stopped. The device can be connected to the 
BioStar 2 server first when the window is restarted. If possible, use BioStar 2 and Suprema Integration with Nedap AEOS 
on different PCs. 
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Appendices 
• The path of the system components is shown below. 

− Configuration file: (C:\Program Files (x86)\Suprema\Suprema Integration with Nedap AEOS\conf\server.json) 
− Database: (C:\Program Files (x86)\Suprema\Suprema Integration with Nedap AEOS\db) 
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